
Physically Security:
Hardening your Supply 
Chain & Physical 
Infrastructure

Compliance, Controls, & 
Common Sense



RISK MANAGEMENT – PHYSICAL SECURITY

• Risk Assessment – What are your threats and threat vectors?

• Vulnerability Assessment – Where are you weak? 

• Mitigation – Strengthen against potential attacks and have a response plan 
before the attack.  

• Re-Assessment – Continue to reassess



PHYSICAL HARDENING  



TRACKING 
AND 
LOCATING



RISK MANAGEMENT – WHAT WILL IT COST ME?

• Recognition – Is There Really a Problem?
• Regulations – What Are You Required to Do?
• Threat Sources – Who/What Are they?
• Threat Source – Where Do They Come From?
• Threat Agent – Who/What Are They?
• Vulnerability – Where Are You Weak?
• Mitigation – What Can You DO About it?
• Risk Assessment – When Will You Be Done?



Is There Really A Problem?

GAO 2022 Business Report to Congressional Committiees

• “The Government Accountability Office found that of 
the 25 DOD major IT programs it reviewed, only 15 of 
those programs had department-approved 
cybersecurity strategy and just 10 had and submitted 
a system security plan for information and 
communications technology supply chain risk 
management.”

• “…the department is in the process of enhancing Risk 
Management Framework guidance for the [supply 
chain risk management] family of controls, with 
tailoring guidance for components' implementation, 
"Tanya Skeen, the acting assistant secretary of 
defense for acquisition The Pentagon should keep better tabs on IT 

cybersecurity, supply chain risks, GAO says - FCW

By Lauren C. Williams, Senior Editor

https://www.gao.gov/assets/gao-22-105330.pdf
https://fcw.com/defense/2022/06/pentagon-should-keep-better-tabs-it-cybersecurity-supply-chain-risks-gao-says/368336/
https://fcw.com/defense/2022/06/pentagon-should-keep-better-tabs-it-cybersecurity-supply-chain-risks-gao-says/368336/


Is There Really A Problem?
• ISACA 2022 Global 

Research Report

• 1,300 Global Industry 
professionals surveyed 
around the globe with 
supply chain visibility 
and expertise. 

Supply Chain Security Gaps: A 2022 Global Research Report, ISACA



Is There Really A Problem?
• Do you know……?

• How critical is the application/product/service/software you receive from your vendors in 
your company being able to meet its deliverables?

• What is the data that the product/products’ software/products’ service and/or application 
providing or storing for the customer on a regular basis?

• Where are  the vendor’s headquarters?

• What is the vendor’s disaster recovery plan and notification of breach plans? 

• How many breaches or incidents of a cyber nature has the company been subject to in the 
last five years? Was there anything of concern?



What Are You Required to Do?

1. Cybersecurity Maturity Model Certification 
(CMMC)

2. DFARS Definition of Supply Chain Risk 
Change Number: DFARS Change 03/1/2023, 
Effective Date: 03/01/2023

3. DFARS Definition of Applicability Change 
Number: DFARS Change 03/1/2023, 
Effective Date: 03/01/2023

4. Buy American Act (BAA) & National Defense 
Authorization Act (NDAA) - Supply Chain Scrutiny & 
Government Contracting

1. “It is designed to enforce protection of sensitive 
unclassified information that is shared by the 
Department with its contractors and 
subcontractors.”

2. DFARS Regulation 252.239-7018: “The Contractor 
shall mitigate supply chain risk in the provision of 
supplies and services to the Government.”

3. 239.7302 Applicability: “Any contract action 
involving a contract for a covered system or a 
covered item of supply where such contract includes 
a requirement relating to supply chain risk.”

4. “…companies found to have violated sourcing laws 
and regulations also may face suspension and 
debarment from government contracting, which 
disqualifies companies from bidding on and 
receiving new federal contracts and subcontracts.”

https://www.bloomberglaw.com/external/document/X78JUMV8000000/corporate-compliance-professional-perspective-supply-chain-scrut
https://www.bloomberglaw.com/external/document/X78JUMV8000000/corporate-compliance-professional-perspective-supply-chain-scrut


What Is A Threat Source? The Government’s 
Definition
NIST SP 800-12 Rev. 1

Any circumstance or event with 
the potential to adversely impact 
organizational operations, 
organizational assets, 
individuals, other organizations, 
or the Nation through a system 
via unauthorized access, 
destruction, disclosure, 
modification of information, 
and/or denial of service.

Image property of Security Magazine, all Rights Reserved

https://doi.org/10.6028/NIST.SP.800-12r1
https://www.securitymagazine.com/articles/98729-18-cybersecurity-predictions-for-2023


What Is A Threat Agent? The Government’s 
Definition
NISTIR 7946

… “…An attacker’s ability to 
successfully exploit a 
vulnerability based on how 
remote an attacker can be, from a 
networking perspective, to an 
information system.”

Image property of Security Magazine, all Rights Reserved

https://doi.org/10.6028/NIST.IR.7946
https://www.securitymagazine.com/articles/98729-18-cybersecurity-predictions-for-2023


Where Are You Weak?

Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations 
NIST SP 800-161r1

https://csrc.nist.gov/publications/detail/sp/800-161/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-161/rev-1/final


Quick Reference Table
“Supply chain cybersecurity 
threats are similar to 
information security threats, 
such as disasters, attackers, 
or industrial spies.” 

NIST SP 800-161r1 CYBERSECURITY SUPPLY CHAIN 
RISK MANAGEMENT PRACTICES FOR SYSTEMS AND 
ORGANIZATIONS

Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations 
NIST SP 800-161r1

https://csrc.nist.gov/publications/detail/sp/800-161/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-161/rev-1/final


What Can You DO About it?
• “While there are cost-benefit trade-offs that must be acknowledged, the need to 

better secure supply chains is an imperative for both government and the private 
sector.”

• 2018 SECURE Technology Act
• Federal Acquisitions Supply Chain Security Act, Effective: 1 September 2020
• NISTIR 8276 - Key Practices in Cyber Supply Chain Risk Management: Observations from 

Industry

Bottom Line Up Front: Its Just GOOD BUSINESS Practice!

“(There is) a broad public and private sector consensus: C-SCRM capabilities are a 
critical and foundational component of any enterprise’s risk posture.”

https://www.govinfo.gov/app/details/COMPS-15413%2017
https://www.federalregister.gov/documents/2020/09/01/2020-18939/federal-acquisition-supply-chain-security-act
https://csrc.nist.gov/publications/detail/nistir/8276/final
https://csrc.nist.gov/publications/detail/nistir/8276/final


What Can You DO About it?
• Educate Yourself and Your Company’s Leadership

1. U.S. Department of Homeland Security Cybersecurity and Infrastructure Security 
Agency Interagency Security Committee, 2023 Edition

2. 2023 Edition - Cost Analysis Template
3. NIST Cybersecurity SCRM Fact Sheet

• Use Tools Already Out There
1. OMB Nine Step Benefit-Cost Methodology
2. US Army Cost Benefit Analysis Guide (CBA)
3. ISACA Risk Resources

https://www.cisa.gov/sites/default/files/2023-03/isc_making_a_business_case_for_security_2023_edition_508c.pdf
https://www.cisa.gov/sites/default/files/2023-03/isc_making_a_business_case_for_security_2023_edition_508c.pdf
https://www.cisa.gov/sites/default/files/2023-02/ISC_Making_a_Business_Case%E2%80%93Cost_Analysis_Template.xlsx
https://csrc.nist.gov/csrc/media/Projects/cyber-supply-chain-risk-management/documents/C-SCRM_Fact_Sheet.pdf
https://obamawhitehouse.archives.gov/omb/circulars_a094/
https://www.bing.com/ck/a?!&&p=93f8c1eeb71c1becJmltdHM9MTY2Mzg5MTIwMCZpZ3VpZD0xNDE0MTRkMC05ZTVjLTZhMjUtMGIzZC0wNmYyOWY1ODZiMzImaW5zaWQ9NTE4Ng&ptn=3&hsh=3&fclid=141414d0-9e5c-6a25-0b3d-06f29f586b32&u=a1aHR0cHM6Ly93d3cuYXNhZm0uYXJteS5taWwvUG9ydGFscy83Mi9Eb2N1bWVudHMvT2ZmaWNlcy9DRS9VUyUyMEFybXklMjBDb3N0JTIwQmVuZWZpdCUyMEFuYWx5c2lzLnBkZg&ntb=1
https://www.isaca.org/resources/it-risk?utm_source=content-team&utm_medium=int-links&utm_campaign=cma_b2bc_mult_mult_ft-buyer-nature_supply-chain-guide_q122_all_all_&utm_content=cma_&cid=cma_3000392&Appeal=cma


When Will You Be Done?

NEVER

Source: ISACA’s “Supply Chain Resilience and Continuity” white paper. 

https://store.isaca.org/s/store#/store/browse/detail/a2S4w000004KoHREA0


BEST PRACTICES

• Practice Risk Management At All Levels
• Use Risk Assessments to Determine Threats and Vulnerabilities
• Develop Incident Response Plans to Ensure Business Continuity
• Evaluate Partners for Risk - Audits
• Ensure Compliance with All Partners – Consider Establishing SLA’s
• Harden Both Physical and Logical Infrastructure
• Don’t Trust Your Supply Chain – Limit Outside Access to Your Information



QUESTIONS

F. Charlene Watson
GICSP, CISSP, CISM |IAM/IAT L3, IASAE L2
HDR, Inc.
Charlene.Watson@hdrinc.com

Lewis W. Burns III
PSP, ISC2(CC)
Thornton Tomasetti
LBurns@thorntontomasetti.com
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